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ABSTRACT

This study has examined risk management planning in the field of
Information Technology in industrial companies. Today, information
is considered a valuable factor along with other factors of
production. The rapid growth of the Internet and organizational
databases in recent decades has intensified the process of
moderating business behavior and its relationship to markets. This
situation and its possible developments pose several challenges to
our ability to design and deliver information systems. Most
managers of organizations have become aware of the importance of
using this technology in increasing the efficiency and effectiveness of
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organizations and greater customer satisfaction. In addition to
failing to meet the projected benefits, it is likely that the failure of
this IT will not be limited to the financial and economic
disadvantages of managing the subtleties of project execution and
may continue to IT as long as an organization fails. Regarding the
process of risk management or information security risks, there are
methods and methodologies which define steps to evaluation
process and risk treatment according to the considered approach.
But in most of these methods, some basic principles and concepts
are considered the same.

INTRODUCTION
For decades, the value and importance of
information systems and

information and
communication technology has played a decisive
and pervasive role in corporate business. With
rapid technological change, globalization and the
expansion of efficient domain are among the
requirements for achieving competitive advantage.

Information technology in the fields of hardware,
software,
telecommunication networks is rapidly evolving
and changing [1-3]. This situation and its possible
developments pose several challenges to our ability

volume and data type and

to design and deliver information systems.
However, for many organizations information

systems, information and communication

technology in general still play an innovative role in
market performance and communication with
those involved. This means that the acceptance
process has become a possible objectivity of the
decision-making process or management issues.
Motivation for innovation arises in an organization
when decision makers consider functional gaps or
realize that the current state of the organization is
unsatisfactory. In the information security risk
management process, the organization's risk
management accurately
anticipated. However, the precondition for going to

strategy must be

discussion is having a correct understanding of the
risk concept and be aware of the importance of
recognizing and managing it [4-6].
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Fig. 1: Information Security Risk Management
Process in Industrial Companies

As you can see in Fig.1, the information security
risk management process consists of five steps
which two main of it are risk assessment and risk
treatment. the three steps,
communication, monitoring and risk review are
also inseparable components of this process.

In Fig.l the information security
management process in industrial companies is
shown. Risk management is an important and
necessary management that makes
decisions based on the level of risk and risk and is
used in most parts of the world by IT executives.
Due to its inherent complexity, the IT business is
prone to risk, and therefore it is necessary to
manage risk to protect projects as much as possible
from damage caused by events. The concept of risk
management also defines a codified process for
identifying and evaluating risks and selecting
management strategies and how to deal with them.
Admittedly, the be completely
eliminated. And in the face of any risk, options will
not come out of a set of four distinct approaches:
risk can be mitigated by reducing the likelihood of
its occurrence through continuous control and
monitoring  of

However, next

risk

accurate

risk cannot

occurrence  conditions and
strengthening vulnerability points; Replaced one
risk with another. Technological recovery and the
process have a tangible role in achieving quality
and performance goals. Detecting these
improvements which increases the quality of the
organization level is a crucial process for the
performance of an individual firm. From a strategic
point of view, the
innovation processes depends on competitive

efforts. These efforts may include in-depth

success of management
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knowledge of technological advances and adequate
analysis of network advantages [7]. This means that
managers need to consider technologies that are
necessarily combined with creating high levels of
knowledge as well as improving quality for the
reasons provided. In order to make better use of
managerial resources, the development and
acceptance of new technologies must be related to
cost and management effectiveness evidence.
However, recent major advances in the
implementation and promotion of ICT assessment,
the development of these technologies has had little
effect on many organizations. In the process of
information security risk management, after
identification, risk analysis is considered as risk
assessment. The manner and strategy of dealing
with the identified risks and the risk assessment
outcome should be determined. In general, it can be
said that today information is considered as a
valuable factor along with other factors of
production. With rapid technological change,
globalization and the expansion of efficient domain
are among the requirements for achieving
competitive advantage. In this study, we conclude
that identifying and managing the risks observed
before and during the implementation of IT
projects plays a key role. Risk management should
be a preventative activity [8]. Then to be
successful, you need to use a standard method.
Using a standard framework and method will help
managers avoid mistakes such as
opportunities and threats and spending a lot of
time and resources. And finally, success in
identifying and reducing project risks can reveal
technical and non-technical risks and problems for

losing

key managers and stakeholders, focus resources on
high-risk areas and while putting risks within
reasonable limits, manage them in an accurate and
measurable way.

Risk Analysis: Systematic use of information to
identify and estimate risk.

Risk Evaluation:
determine the importance of the risk to the

It is a process that helps

organization. This is done by comparing the
estimated risk, the previous step output, with the
organization's risk criteria.
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In IT-based organizations, we have two types of
information management, or CIOs: infrastructure
management and organizational meta-structures,
and strategic management and strategic thinkers,
the latter of which is more successful in risk
management because it is more tangible with
business. For example, instead of talking about
"daily zero-point threats"”, they value the potential
for losing business as an accident, or instead of
talking about current day-to-day operations, they
focus more on losing customers or users in the
future. Losing creativity in employees with the goal
of sharing their information to manage risk is also
more important than discussing IT controls and
standards. Therefore, using a
understandable language to ensure profitability in
business is one of the first basic steps that risk
management takes. Calculating the risk from top to
middle and low is one of the next steps to reassure
shareholders that virtual scenarios can be used to
understand the risks of data loss. The type of risk
management results based on statistics are worth
noting and follow the middle level goals.

common and

Risk Treatment: At this stage, the organization
must determine its strategy and plan for dealing
with unacceptable risks. The most important
output of this section is the Risk Treatment Plan
(RTP) [9].

Risk Communication: The issue of communication
should be considered as an important element in all
stages of the risk management process. In fact, at
each stage of the process, effective communication
must be established between risk beneficiaries,
consultants, senior management, asset owners, risk
holders, or other stakeholders.

Risk Control and Monitoring: The main focus in
this section is on controlling and pursuing risk
management plans. The status of RTP projects
should be continuously monitored in terms of
timing, impact, quality and optimization and
appropriate action should be taken to correct the
cases or to take corrective action [10].
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Fig. 2. IT Risk Process

Risk Review: A project's view of risk management
(as a process with a start and end time) is not
correct and the cyclical nature of this process
indicates that this process is not a step and the
nature of continuous improvement in it. In fact, the
introduced activities must be repeated in the
specified time intervals and the results and
experiences obtained from each iteration step be
used as input and feedback in the new step. The
intervals for risk review should also be performed
according to the conditions of the organization and
within the maximum intervals of one year. In Fig.2
IT resk is shown.

Strengthen Risk Management Programs in IT

The electronic world requires a common chapter
between human beings and technology, and the key
to achieving results depends on
better guide the
organization, employees, and electronic commerce.
Emphasis on entrepreneurship, special attention to
creativity and innovation, guidance and leadership
based on technical principles, effective culture
building and the development of communication

successful

managing evolution to

skills are the main features of era.com. An era that
severely
leadership [11]. In Russia, given the prosperity of
the economy, there is a willingness to spend a lot of
money on IT. Every day, more and more project
managers are realizing the need to use IT systems

has challenged management and

in which the need to use risk management becomes
more apparent [12]. The risk management process
can be clearly defined as the actual and necessary
steps taken for the successful implementation of IT
projects. Given that the market is developing and
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there is a demand for IT services, sellers of these
services must ensure the high quality of these
services by controlling and calculating possible
risks. The following are some of the risks that often
stand in the way of IT development: Lack of
understanding of the shareholder’s role and the
position of information technology, doubts about
the repayment of IT projects, low level of readiness
of people to use new technologies and in rare cases,
poor infrastructure. The new information systems
offer a set of comprehensive and combined
solutions and methods of application that typically
require significant investment from companies.
Information technology systems are a complete set
of programmatic and technical facilities and tools
that are used to analyze, protect and process data
[13-16]. Analytical tools which are part of IT
systems, make it possible to process large amounts
of information at high speeds and perform
corrective actions based on the results obtained.

Information technology risk management is
completely technology-oriented and deals with
software, hardware, information and data, but
dealing with people is not necessarily completely
technical. Because auditors, business leaders, and
legal groups also face risk management in this
regard and are somehow accountable. Therefore,
there is a close relationship between IT and non-IT
in this area. Identifying the project goal is another

practical step for proper risk management in
information technology. In the risk methods
section, identification, characterization, and threat
assessment should be mentioned. Then the exact
amount of tangible and real threats is estimated
and then the risk is defined and explained. Finally,
there are ways to reduce risk and risk. The main
goal of continuous development and continuous
strengthening of information security in the field of
information technology is based on risk
management.

Develop Strategies for Ensuring Uninterrupted
Activity

Whether a company operates in the healthcare,
pharmaceutical or financial sectors, or in any other
area, strategies must be established by the facility
and  information

management technology

management to ensure that the company's business
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continues uninterrupted. There is no doubt that
failure in communication, telecommunications and
IT, as a vital artery of a business will be the main
reason for the impact and consequently its failure.

CONCLUSION

Regarding the process of risk management or
information security risks, there are many methods
and methodologies, each of which, according to
their approach, defines steps to perform the
process of risk assessment and coping. But in most
of these methods, some basic principles and
concepts are considered the Despite
extensive research in this regard, unfortunately for
various reasons, including security issues for
governmental and non-governmental organizations
or the direct relationship of the relevant field with
their interests, clear and useful information on how
to implement and prioritize the implementation of
a system has not been done over the years until
today. Procurement of communications, technology
and information systems is a fundamental need to
support competitive strategies and improve the
service level of organizations. Organizations set up
projects to deliver business solutions using
information technology systems. Each project is
unique and can be identified with specific goals,
specific start and end dates and a unique set of
activities, (capital, individuals,
equipment), a separate organizational structure
and the need for management. It can be concluded

same.

resources and

that the tolerance strategy is usually used for those
risks that have high effects and losses and are more
likely to occur, or a risk transfer strategy can be
used for those risks that have many effects and
losses but are unlikely to occur. On the other hand,
the termination strategy can be used for those risks
that have low effects and losses and are more likely
to occur. Also, a risk mitigation strategy can be used
for those risks that have low effects and losses and
are unlikely to occur. One of the challenges that IT
project managers face is that the required
resources for a particular activity may be scarce.
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